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Einleitung <

In the Backup Pro Manager There are two methods to backup Exchange. These are: "MS

Powered by
Exchange Server Backup” en “MS Exchange Brick Level Backup”. It is important to know the Mindtime

differences between the two methods. Backup

“MS Exchange Server Backup” will make a backup from the information store and public folder-

databases. The Mindtime Backup Pro Manager makes a request to the Exchange server to dump a copy of its
databases into the temporary folder. While the Exchange server copies its databases the server will remain
active to serve email, changes will be stored in transaction logfiles. When the copy of the database is
completed, Mindtime Backup Pro Manager will calculate and generate the differences (Incremental of
Differentiallcompared to the previous backup.

2007: The temporary folder needs to be large enough to contain 1.5 times the size of the databases.

It is optional to backup the transaction logs as well. To backup the transaction logs, the server needs to log
every transaction. The logging behavior is defined by the setting ‘circular logging'. If circular logging is disabled,
the server logs every transaction. You can find this setting in the information store properties dialog.
Transaction logs will be cleared after each database backup.

“MS Exchange Brick Level Backup” will make a backup of the individual emails, calendar-items, and contacts.
These items are individually stored and can be placed back into the same exchange server while it is running.
This backup method is convenient if someone accidentally deletes a mailbox, email or address book.

This backup method is supplementary to the ‘Exchange server backup’. You can only restore the items into the
original database, because the database structure is not backed up( things like UserID's, MailboxID’s). It is
virtually impossible to restore these items into an empty database, so you will always need a recent copy of the
exchange database.

“System State Backup” or “System Backup”. If you need to rebuild an exchange server, which is also a domain
controller then you will also need to restore the active directory. This is stored in a System state backup. The
active directory , among other things, stores user information and it mailbox .

The System backup is available in windows 2008, and is actually a copy of a system drive. It is like a copy of the
C: drive. This type of backup is usually very large and because of the size it is harder to manage.

In this manual we will first create a "System State backup” and then a “Exchange Server Backup” and optionally a
“Mail Level Backup”.
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1. System State Backup / System Backup <
For the full recovery of a domain controller with an Exchange server it necessary to backup the Powered by
Active Directory as well. Mindtime

Backup

In Windows 2008/2012 the backup is done by "WBAdmin" (Windows Backup). Windows Backup
creates a different type of backup and the files are approximately 5 GB after compression.

System State backup: http://technet.microsoft.com/en-us/library/cc785306%28WS.10%29.aspx

System Backup: http://technet.microsoft.com/en-us/library/cc732091.aspx

1.1. Create a backupset and schedule the backup

Important: First you have to check wether the feature "Windows Backup” has been installed in the Server
Manager. If not this feature needs to be added using the “Add feature” wizard.

To create a System State backup proceed as followed:

fig. 01 — Backup settings
Open the Backup Pro Manager and click “Backup settings” (cog) .

Backup Setting

General

j i Backup Set
[ | General
Mame | Mew Backup Set

I ‘I Plm sl T wm - T - - Fil~ Fimmlonae

fig. 02 — Nieuwe backupset

Mew Backup Set

Click the green “+" on top add a new backup set to the account.
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Mew Backup Set Wizard Ed A
[ Backup Set Powered by
Mame : | system state backup Mindtime

- Backup

Type: |File Backup

Lotus Motes Client Backup

M5 Exchanoe Semner Backup
M3 Exchanoge Mail Level Backup
M3 S0L Server Backup

MySCL Backup H
Oracle Database Server Backup

e e Ry

Systemn State Backup
ShardmaProtart Swstarn Backiin

Mext » Cancel £

fig. 03 — Set type

Choose a clear name for the set which allows you the identify it in the future like “System State set Server A”. For
backup type select the “System State Backup” or “System Backup” and click "Next".

Mew Backup Set Wizard

Run scheduled backup on this computer
Backup Schedule (Type: Weekly - Friday)

Al Rermove 1T Froperties =

4 Previous Mext » Cancel E

fig. 04 — Backup schedule

Choose “Backup Schedule” and click “Next".
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1.2. Encryption o
Mew Backup Set Wizard Powered by
_ Mindtime
[ Encryption Backup
i Default
) Custam

fig. 05 — Encryption

You have to choose the encryption settings for this set. Encryption settings can only be chosen while creating
the set for the first time.

“‘Default”: Uses the current account password used to login as the encryption key. Changing the account
password in the future does not alter the encryption key. Because of this we recommend choosing the
Custom option and writing the settings down somewhere safe.

The encryption key will never leave the machine it was created on. All data is encrypted and compressed prior
to upload to the offsite backup servers. I! Losing the encryption key is the same as losing the data !!

The recommended settings are: Custom, AES, ECB, 256-bit

After choosing the encryption settings click “OK".
The "System State Backup” or “System Backup” is now created.

Tips:

e Read the chapter Efficient Quota usage to reduce the space used by this set.
e Microsoft requires that the temporarily location used by the software for the “System” and/or "System
State” backup are not on a critical volume (It cannot be part of the backup itself).
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2. Efficient Quota usage A
The use the available space as efficiently as possible we're going to adjust the delta settings in the Powered by
software. The systemstate.bkf file changes daily. An incremental backup is the difference between Mindtime

now and the previous backup. The previous backup can be a full, differential or incremental Backup
backup. By default the software creates only incremental backups which can create long chains
of linked backups.

[1] SystemState bkf 26.45M  2009/08/31 07:02 6.11M [76%]
[1] SystemState blf Z5.58M 2009/08/24 07:03 6.02M [76%]
[1] SystemState bkf 25.59M 2009/08/17 07:02 6.17M [76%]
[1] SystemState blkf 25.69M 20090810 07:03 5.98M [76%]
[1] SystemState blf Z5.61M 2009/08/05 07:02 5960 [76%:]
[1] SystemState bkf 25.75M 2009707427 07:03 6.01M [76%]
[I] SysternState blf Z6.03M 2009707420 07:02 £.2M [76%]
[1] SystemState blkf 25.61M 2009707415 07:03 5960 [76%]
[1] SystemState blkf Z5.67M 2009707706 07:02 5.00M [7E%]
[1] SystemState blf Z5.7M 2009/06/29 07:03 6.02M [76%]
[1] SystemState bkf 23.88M 2009/06/22 07:02 547M [77%]
[1] SystemState blkf 27.68M  2009/06/15 07:03 £.81M [75%]
[1] SystemState blf Z5.45M 2009/06/08 07:02 5.92M [76%]
[1] SystemState bkf 25.61M 2009/06401 07:03 5,93M [76%]
[I] SysternState blf 23.24M 2009705425 07:02 5.37M [76%:]
[1] SystemState blkf 22.35M 2009705415 07:03 5.23M [76%]
SystemState blf 256,33M 2009/05/17 12:55 107.61M [62%]
fig. 06 — Retention long

Oogogogogogoogogaod
ks s s € G s s s G s s s @ @l s Bk Bk

This overview shows what is stored on a backup server. Files with a [I] are incremental backups. Files with a [D]
are differential backups. Files without either or full backups.

The backup server is not allowed to remove the intermediary files because their all needed to reach the latest
backupped version of the file. e.g. yesterday’s backup.
To stop the server from creating these long chains we're to add a differential backup.

Differential backups are the difference between now and the last full backup.
Depending of the chosen retention policy a weekly or monthly differential backup can be created. For a 7-14
day retention policy a weekly differential backup is best and for a 30-60 day policy a monthly differential is best.

After the retention policy has expired the software can remove the incremental and differential backups which
are older to make room again in the account.

The software will always keep a Full version plus the required differential and incremental files the guarantee the
chosen retention policy.
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2.1. Compression 8

A new set is always created with the compression set to “Fast” which speeds up the preparation
process but results in more data being uploaded and stored in the account.

Powered by

Mindtime
Backup

We advise to set this to “Normal” so the data is compressed better before being uploaded to the
backup servers. Changing this setting only applies to the backups that will run from then on, this
will not recompress data already stored on the backup servers.

Open the Backup Pro Manager and go to settings and select a backupset for which you wish to change the
settings. (These settings are unique per set and do not apply to the entire account).

Backup Setfing
TEST-Favo v |[+][=| Options

[3 General E; Temporary Directory for storing backup files
Clsers\Backupi.temp Change %
| ) Backup Source
@ Link
l_f Backup Schedule Follow Link
[r_ﬂ: Encryption [51 Volume Shadow Copy
- Enable Volume Shadow Copy
(2 m-Fite Deta * Only for Microsoft Windows 2003, XP, Vista, 7, 2008, 2008 R2, 8 & 2012

&) Retention Policy Eﬂ‘ Advanced Options

Backup Filter Compression Type : Mormal -
Transfer Block Size : |Mo Compression

= .
= o P 2 sackup i o

Fast(Compressed size larger than normal)
‘f Extra Backup

" .
% Local Copy

i3} Options

K Cancel B

fig. 07 — Compression

Go to “Options”. Under Advanced switch the compression type from “Fast” to “Normal”
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2.1. In-File Delta 8

Open the software, go to the backup set settings and select the backupset you want to modify.
(These settings are unique per set and do not apply to the entire account)

Powered by

Mindtime
Backup

Backup Setting

systern state backup | ™ E In-File Delta

Enable In-File Delta

[} General

i o Backup Schedule Block Size : (Auto | = Byles

[r_l: Encryption ﬂq_Applytqﬂles

Minimum Size : 25 *  Mhytes

[}, in-File Detta

E— (&4 In-File Delta Type

& Retention Policy Default: Incremental -

Advanced »
_‘;77 Cornmand Line Tool

[*% Upload full file when

v Mo, of Delta = 100 i
#53 Options IereIta Ratio*= 50 = | %
* Delta Ratio = Delta File Size I Full File Size

L 2
)‘— Local Copy

Ok Cancel E

fig. 08 — In-File Delta
Click on “In-File Delta". In-File Delta stands for: changes made in a file.

Leave the "Block Size" on "Auto”. The OBM can determine the correct size. If however you know what the file
looks like on block level you can change the settings.

By default all subsequent backups after the first one are incremental backups which is the most efficient setting.
This means that only the changes are uploaded to the servers.

After a while the chains become long and when they either reach 100 versions or 50% or more is changed since
the previous backup the full file will be backupped. These settings can be left alone as well.
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Click on “Advanced” the enter a deviation of the default settings for In-File-Delta.

A

Advanced In-File Delta Type Setting E Powered by

@ Weelkhy Variation (Override Default Setting) Egggﬁig'e
@ Sunday Full ¥ @ Thursday  Full -

@ Manday Full - Friclany Full -

[ Tuesday  Full = [l Saturday  [Full -

E wednesday |Full — Differential

Incremental | =
Yeatly Variation (Override Weekly Variation or Default Setting)

= January Full = O duly Full -
O] February  |Full = [0 August Full -
(= March Full = | [0 September |Full -
(= April Full = [ october |Full M
[ May Full » [ Movember  Full -
[ June Full = [ December [Full -
& Day: 1 -
First T | Sunday -

Ok Cancel

fig. 09 — Differential

In this menu de deviation from the default value can be chosen. Check the box by the "Weekly Variation” day
you want to create a differential backup. Friday or Saturday are recommended as differentials can take a bit
longer and be a bit larger because they contain more changes then the incremental backup. And since most
offices are closed during the weekend the customer is least likely to be bothered by the internet usage.

& ..
™ &3 [D]SysternState bkf 48.43M 200909718 21:03 17.51M [63%]
T 88 [1] systemState bkf 9,27M 2009/09/17 21:03 31M [66%]
M 28 [1] systemState bkf 10.89M  2009/09/16 21:02 3.74M [65%]
88 [1] systemState bkf 11.17M  2009/09/15 21:02 3.83M [65%]
T 88 [1] systemstate bkf 25.77M  2009/09/14 21:03 5.27M [67%]
M 8% [D] SystemState bkf 47 .66M  2009/09/11 21:03 17.13M [64%]
M 88 systernState bkf SEO0.65M  2009/07/14 21:03 ZZ0.8M [61%]

fig. 10 — Retention short

This overview shows what is stored on the backup server after the settings have been changed. As you can see
the chain is clearly shorter (see fig. 06).

This is the most efficient setting for large files like the Exchange databases or the System State backup.
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3. MS Exchange Server Backup A
The Pro backup client utilizes since the 6.11.x.x version the Microsoft Volume Shadow Copy Powered by
Service (VSS) and the Microsoft Exchange Server 2010 Writers to create a database backup. It Mindtime

offers the following types of backup options: Backup

Full backup

Backs up the databases (EDB), transaction logs (LOG), checkpoint files (CHK), and then truncates the transaction
logs for a specific database.

If the database being backed up is dismounted during the backup operation, Exchange Server 2010 will not
truncate the transaction logs and the result will be the equivalent of a copy backup operation, not a Full backup
operation.

Copy backup

Backs up the database (EDB), transaction logs (LOG), and checkpoint files (CHK). Copy backups do not truncate
the transaction logs for the database.

However, unlike a Full backup, the transaction log files on disk are not truncated when the backup is complete.
Copy backups are not intended for data recovery purposes. Instead, Copy backups are intended to provide an
image of data for use in testing or problem diagnosis.

Incrementeel backup

Backs up the transaction logs (LOG) to record changes since the last full or incremental backup, and then
truncates the transaction logs.

Important: Circular logging must be disabled to use this backup type
Differentieel backup

Backs up the transaction logs (LOG) to record changes since the last full or incremental backup, and does not
then truncate the transaction logs.

Important: Circular logging must be disabled to use this backup type
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3.1. Database backup 8
Open the software, go to “Backup Set settings” and click the “+" to add a new backup set.
Powered by
New Backup Set Wizard | Kindtime

Backup

Ep Backup Set
Mame . | Exchange database backup
Type . |File Backup i

File Backup -
Lotus Dominag Server Backup
Lotus Motes Client Backup

S Exchange Server Backup
mMS Exchange Mail Level Backup
S S0L Server Backup

hySaL Backup

Qracle Database Server Backup %

Mext Cancel E

fig. 11 — Exchange backup set

Give the set a clear name like “Exchange Database Backup” and choose the “MS Exhange Server Backup” and
click “Next". Select the Exchange Server “Information Store” and the "Public Folder Store” and click “Next".

Choose a backup schedule, by default there are two types. Remove the “Lodfile” schedule so only the database
schedule remains. Choose the encryption key and close the wizard.

With these settings a daily backup of the database is created. For most customers this solution works. In case of
a calamity the backup of the previous day can be recovered and only 1 days’ worth of work is lost at the most.
In case the information in the Exchange server is critical we recommend supplementing these settings with a

“Logfile backup”.
Tips:

e 2007: The temporarily directory can become 1,5x the size of the largest file in a set, in this case the
Exchange databases. A location outside of the System drive (C:) is advised
e Read the chapter "Efficient Quota usage” to minimize the storage space.
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3.2. Logfile backup 8

The logfile backup option of Exchange is a useful added backup option. The (transaction) logs
register every mutation on the database. So these logfiles need to be synchronous with the
database. When a lodfile is missing or the sequence is incorrect the backup will fail. Because of
this we don't recommend using it on smaller Exchange servers.

Powered by

Mindtime
Backup

However when the information on the server is of a critical nature and losing several hours’ worth of email is
not an option it is a good idea to make logile backups. In this case the “Circular Logging” feature of Exchange
has to be disabled on all Storage Group(s).

1) Go to Start > Programs > Microsoft Exchange > System Manager

2) Expand the Server options, open and select the Storage Group and then Properties.
3) In the Properties window uncheck the “Enable Circular Logging” option.

4) Click OK, and on the confirmation window click: Yes

e To implement the changes a restart of all information store services is required (or a reboot):

5) Go to Start > Programs > Administrative tools > Services

6) In the right pane select Microsoft Exchange Information Store, right click, and choose Restart. A
popup will warn about other services also being restarted. Confirm this.

Ref: http://support.microsoft.com/kb/314605

Important: After the circular logging has been disabled a full database backup has to be made prior to the log
backups so the logs can sync up to the database.

Now you can add a logfile schedule to the Exchange backup set in the Online Backup Manager software. This is
explained in chapter 3.3

Manual - Exchange februari 2016 Page 13/26


http://support.microsoft.com/kb/314605

Manual - Exchange

3.3. Logfile schedule
e

Backup Schedule Mindtime
EB : Backup

A

Run scheduled backup on this computer
Add new backup schedule |

Mamme | Logfile schedule

i) Backup
[ Database Logfiles

&> Type

DCraily -

Backup everyday

@ Tirne

Feriodically | =

Every : |1 minute -
1 minute -
2 minutes
3 minutes
4 minutes
a minutes
B minutes
10 minutes
12 minutes | ™

Ok Cancel £

aAdd [ Remove 10T Fropeties

(0]"4 Cancel &

fig. 12 — Log file backup
Add a backup schedule. Supply a clear name like “Logdfile schedule”
Choose "Periodically” and an interval e.g. 5 or 10 minutes depending on how critical the email is.

This is the most effective way of using the logfile backup option. This way in case of a crash the server can be
recovered to a state 5 or 10 minutes prior to the crash.

Using the default option “Daily” doesn’'t add much value to the logfile backup as it only contains the changes
(emails) since the last database backup. E.g. a Database backup at 21:00 hours and a logfile backup at 22:00
hours would only contain the emails from 21:00 - 22:00.

Tips:

e Prior to a logfile backup a database backup has to be made. After a database backup lodfiles are cleaned
up by the software and from then onward they are saved and synchronous with the database. After the
logfile backup is completed the old logs will be cleaned up again.

e Look at the chapter Effecient Quota usage to minimize space used.
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4. Exchange Mail Level Backup A
In this type of backup all individual items in the users mailbox like: e-mails, calendar items and Powered by
contacts are backupped. These items can be restored to the Exchange server while it remains Mindtime

available. Backup

The items can only be restored to the original database. So this backup is NOT a replacement of

the database backup but an EXTRA backup. Only the database contains things like the internal structure,
mailbox-id’'s and user-id’'s. An new or empty database will have a different structure and the brick level cannot
be restored in this.

To read all items in the database the backup user used by the software (Tab: General) has to have administrator
rights on all mailboxes. By default read access on the mailboxes is disabled even for the administrator. So a
change to these rights is required.
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4.1. Adjusting mailbox rights in Exchange 8

In Exchange 2007 and 2010 the “Full Control” rights can best be adjusted using the “Exchange
Management Shell”. The following command grants Full access:

Powered by

Mindtime
Backup

Get-Mailbox | Add-MailboxPermission -AccessRights FullAccess -user Username

This command requests all mailboxes and pipes them through to the Add-MailboxPermission command which
add Full Access right to the provided username. It's recommended to use the Administrator.

It might take a while before the altered rights take effect. In a domain with multiple domain controllers it can
take up to 15 minutes. On an Exchange server that's also the domain controller the process can be sped up by
restarting the “Information Store” service.

The OBM uses the Microsoft MAPI client to access the mailbox items. This client is not installed by default on
Windows 2008/2012.

Download and install the “Microsoft Exchange MAPI Client and Collaboration Data Objects 1.2.1" or higher from
the Microsoft website: ExchangeMAPICdo.exe

The MAPI client is only available as a 32-bit program, to communicate with this it is necessary to start the OBM
software in 32-bit mode. The scheduled backup automatically start the Mail-level-backup in 32-bit mode in the
background. But to create or edit the set we have to start the software in 32-bit mode using the following
method.

%PROGRAMFILES%\Mindtime Pro Backup\bin\RunOBC32.Bat

If you're users come and go and the settings have to be altered often it might be a good idea to create a
shortcut on the desktop to the above file.

A new command prompt window will open and then the OBM main window. The set can now be created or
edited.

e Go to "Settings” (cog) and click “+" for a new set.

e Choose a good name fort he set like "Mail-Level-Backup”’, and choose “MS Exchange Mail Level” as the
type. Click on Next.

e Select the mailboxes you want backupped and the public folders, or the root of the mailbox folder
(selecting the root means every knew mailbox is included in the backup but this might result in over
Quota messages when new mailboxes are created faster than that they are bought). Click next.

e Choose a backup schedule and click next.

e Choose your encryption key and click OK.

The set is now created. Click the “General” pane and fill out the users credentials that have access to the
mailbox backup (usually Administrator).
Close all windows by clicking OK.

You can test the settings by manually starting a backup set and interrupting it.
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5. Mail Level Backup problem solving. A
5.1. Unable to create the set: insufficient permissions to the mailbox. Powered by
Mindtime

e Check if the current user has the “Full Control” rights to all mailboxes. Backup

e Check if the current user has an active mailbox
Ref: http://support.microsoft.com/kb/275636/en-us
e The current user has to be visible in the Global Address List.
e In case that the above suggestions do not solve the problem: check the MAPI profile:

1. Download the MAPI editor (MfcMapi.exe) , the 32-bit version.
2. Open the MAPI editor

3. Menu “Profile”, “Show Profile”

o “Microsoft Exchange Server MAPT Editor : =100 x|

Fie Saession AddressBook MODE | Profle Cump  Property Pane  Other  Table
Show Profiles
A Services bo MARTSVC, INF
Remome Servces from MAPISYC. INF
Launch Frofile ‘Wizard

[ Tag | Type | vakue | vahse - pite|

Property Namefs) | Gther Names
i | i
[l y

fig. 13 — MAPI Profile
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’; Profiles: Online Backup Manager a.l.g'ﬂ A

Fie Actions Property Pane Cther Table

Powered by

Mindtime
Backup

cb: 22 Ipb: 4.., Online Backup Manager

Cancel| Tatle Laad -

Property.. - [Othermames [ T80 pefrechview - alt
[mipr_peFaLLT... 03300
#BCPR_DISPLAY... PR_DISPLAY M. 0x300; Get Table Status Ipb:
%% PR_INSTANC. .. 0x0FF¢ et Columns : Bac
Sort Table
Output Table
v Tecle Nothication On
Table Not¥ication Off

Creake and Apply Content Restriction, ..
Creste et Apply Restriction From Current Messags

Create and Apply Range Restriction...
« Edt Restriction ]
fisumber of items: 1 [Number of Properties: 3 De  agply Restrickion |7

v Cear Restriction

fig. 14 — Profile manager

4. Right click the Online Backup Manager profile

5. Choose Open Profile

*,I." Services: Microsoft Exchange Server . == A

Fiz Actions Servics Admin Property Pane  Cther  Tatle

PR_SERNICE UID | PR_SERNICE MAME, PR_...

ch: 16 Ipb; 5..

Cip=n Service J
Dedete Sarvice
Corfagure Service
Cameel Table Load
Fefrash Yiew
4 I Get Table Skabus ﬂ
Set Cokumne
Property Name(s) | Dther | Sart Table I WE
U PR _pE_PROYVIDERS Table ch
#HE PR_DISPLAY _MAME, PR_DTSPLAY,.. PR_DIS e Mi
1% PR_CBIECT_TYPE v Tatfe Notficetion on g
FEC PR_PROFILE_MAME, PR_PROFILE... PR_PR{  Tabia Motification Off ar
1% PR_RESCURCE_FLAGS o 2
HBC PR_SERWICE_DLL_MAME, PR_SER... PR_SEF ?::ﬁ ::T:‘"?F_T;’:t:d?”' T en
RBC PR_SERVICE_ENTRY_MAME C:Em o ﬁ.pgl':: R‘: ’:f : j’d;’;n TN S0 B
% PR_SERVICE_EATRA_UTDS ey Bl b
HBC PR SERWICE_MAME, PR_SERVICE... PR_SEF e M
m;,’FR__,SER'ﬂCE_,SUFPORT_FlLES. F...  PR_SEF  Apply Restriction &
5 PR_STORE_PROVIDERS Apply Restriction using Findrow ch
i ¥
I v Clear Rastriction —I
|M‘.|1'l:-sr1:fiturrs:1 hiJn'El-urnFF'mputiﬁ:ll |E_w.,...... oo oo i

fig. 15 — Open Profile

6. Right click on “Microsoft Exchange Server” and choose “Configure Service”:
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Microsoft Exchange Server _. .EI

A

Generdl | Advanced | Distlp Networking | Remota Mail |

Microzolt Exchange server: Powered by
| Mindtime
Mailbate Backup
|administialor Chech Neme

—when starting
= futomaticall detect connechon state
" Marualy contiol connection stabe
Tl Chonse the connestion tpe when stetding
[refauk conmeshon state
| Earmect wilh Bhe ek
€ el ofline end e digho netwaiking

[T 20 Secards Lnt Server Carnection Timeos

[ ok | camel | b | Hen |

fig. 16 — Configure service

7. Supply the Servername and the Mailbox and click Check Name for verification, and then click Apply:
8. E.g. servername: 'localhost’ and mailboxname ‘administrator’, ‘localhost’ will then change to the
Exchange server hostname.

9. After this is completed, restart the OBM software.
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5.2 Administrator might have insufficient permissions to the mailbox -

The bricklevel backup requires the IPv4 protocol by default. The OBM software and the MAPI

. . . . . . P
client connect with each other using the IPv4 and an answer in IPv6 will result in an error. owered by

Mindtime
Backup

To test this you can ping localhost in a command prompt

EX Administrator: CAWindows\system32iemd.exe |£|E|ﬂ—hj

C:slUsersssupport *ping localhost

Pinging support—PC [-:11 with 32 bytez of data:
Reply from z:1: time<ims
Reply from : time<imns
Reply from time<ins
Reply from 1: time<ims

Ping statistics for :-:1:
Packets: Sent = 4. Received = 4. Lost = @ (Bx
Approximate round trip times in milli-—seconds:
Hinimum = Bms, Maximum = Bms, Average = Bms

C:sUsersssupport >

Fig.17 - Ping localhost
If the awnser to the ping is in IPv6 like in fig. 18 the default protocol will have to be changed to IPv4.

The following steps completly disable IPv6. If you still want to use the IPv6 protocol you have to use a different
method which just changes the default protocol to IPv4.

Ref: http://support.microsoft.com/kb/929852

Warning: Only continue if you've worked with regedit.exe before. Making a mistake here might damage your
computer/server!

1. Start, Run and execute regedit.exe.

2. Surf to the key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters\
Create a new DWORD(32-bit) variable with the name DisabledComponents

Give this variable the value FFFFFFFF

Check your changes and close the editor.

Restart the computer the activate the changes

o U s W
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ﬁ Registry Editor
File Edit WView Favorites Help

SWENUM “ || Mame Type Data
sWpne abir REG_S7 {value not set)

SysMain _ 24 DhepvGDUID REG_BINARY 00 0100 01 12 6d ec 98 00 13 &f e4 47 56
TabletlnputService

. || tap0g01
TapiSre
TEIMount
TBS String Value

> - Tepip Binary Value

4-da TCPIPS DWORD (32-bit) Value

2 Linkage i \

2 I8 Parameters QWORD (54-bit) Value

Interfaces Multi-5tring Value

Mew * Key

- Winsock Expandable String Value

----- TCPIPETUMMEL
.- tcpipreg
----- TCPIPTUMMEL
----- TOPIPE

TDTCP

ke
----- TeamViewer
. TermDD
Term5ervice

m

Themes

THREADORDER

4 L1

1

| Il
4 Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\services\TCPIPG\Para m@

fig. 18 — Regedit.exe

After the machine has restarted test again using the ping localhost command. The answer should be a IPv4
address this time like in fig. 20.

Bl Administrator: C\Windows\system32\cmd exe = | ] |

C:xUzersssupport>ping localhost

Pinging support—-PC [127.8.8.11 with 32 hytes of data:
Reply from 127 _B8_B8.1: bytes=32 time<ims TTL=128
Reply from 127.8.8.1: bytes=32 time<imz TTL=128
Reply from 127.8.8.1: bhytes=32 time<ims TTL=128
Reply from 127.8.8.1: bytes=32 time<imz TTL=128

Ping statistics for 127.8.8.1:

Packet=z: Sent = 4, Received = 4, Lost = @ (8x lossl.
Approximate round trip times in milli—seconds:

Hinimum = Bmsz, Maximum = Bms, Average = Bns

C:wUzersssupport >

L

Fig. 19 - Ipv4 response
5.3. Mailbox access rights
Check if full access has been granted to the backup account.

Try re-running the command from Chapter 4.1, if errors are shown the access rights are set.

Manual - Exchange februari 2016 Page 21/26



Manual - Exchange

5.4. Did you assign the system account for backup to the correct security 8
group?

Powered by
The account must be a member of the following security groups: Mindtime

Backup

e Microsoft Exchange Security\Organization Management
e Users\Administrator

e Users\Domain Admins

e Users\Enterprise Admins

= Administrator Properties |7 L% | =[a] x
File Action View Helpll | Remotecortrdl | Remote Desklop Serviess Profle | COM+ |
daep| #i[m & O] [ Geoel | Addvess [ Account [ Profie | Teleohones | Orgarization |
R Mernber OF Diin |  Envionment | Sessions
| Active Directory Users and Description “
I | Saved Queries Member of Built-in account for ad...
4 33 qatlahsay.com Name Active Directory Domain Services Folder IMembers in this group ¢
[ | Builtin Admirestrators qﬂal.lﬂ'lla?.m-'m IMermnbers of this groug .,
Bl J Computers Domain Adming ge31.ahsay com./Users Members of this group &,
p 2] Domain Controller DD"“EITF Userz . ga31.ahsay.com/ Lisers Memnbers in this group ¢
[ [ | ForeignSecurityPrif Entemrize Admins gadlahsay.com/Users
b 2] LeadGen Objects Exchange Senvens ga31 ahsay com/Microsoft Bxchange Seeu NS Ad tratom =
b 7] Managed Service A Group Policy Creator Owners gadlahsay.com//Users drimstrarers .
b Bl Microsoft Exchang Orgarization Management  ga31 shsay com/Microsofl Exchange Secy D”‘-_:- clients ""'""3_3'_"‘3 per.
B Users Schema Admins gal1.aheay.com./Users Designated administrato
< | i 5 All warkstations and ser..
All domain controllers i..
| Add... | | Femove All domain guests
All demain users
Primary group: Disrmain Llsers Designated administrato
Members of this group ..
5ot Primeary Grone There ia no need to change Primary group unless
! you have Macintosh dients or POS[X-compliant
appications.
Mernkers in this group ¢
Built-in account for gue.
e
< n >
OK Cancel Apply He

fig. 20 — Security groups
To check on the current settings:

1. Click [Start], point to [Control Panel], [Administrative Tools], and then click [Active Directory Users and
Computers].

2. Browse to the organization unit containing the corresponding operating system account.

3. Right click on the user, and select [Properties].

4. Select the [Member Of] tab to check on the membership setting.

5.5. Remote shell enabled

Is the Remote Exchange Management Shell enabled for account for backup?
To check on the settings:

1. Click [Start], point to [Microsoft Exchange Server], then click [Exchange Management Shell].
2. Enter the following command:

>Set-User "%os_username%" -RemotePowerShellEnabled STrue

3. Reboot the Exchange server afterward.
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5.6. LAN Manager authentication level 5

Wat is het LAN manager authenticatie niveau voor de Exchange server?

Powered by

Mindtime
Backup

To check on the setting:

1. Click [Start], [Control Panel], [Administrative Tools], and then click [Local Security Policy].

Shartout Tools

Home  Share  View Mansge ~ 0

T |3ig v Control Panel » All Control Panel ltems » Admimistrative Tools w Search Administr., 2 |

FY

4 Favorites L Mame Date modified Type
B Deskiop ﬁ Internet Information Services (I15) 6.0 Manager Br22/2013 2:50 PM Shortcout
% Downloads {7 Internet Infermation Services (I15) Manager &22/2013 250 P Shorteut
Ui Recent places @, 15C51 Initiator &2/ N3 257 P Shortout
||fl Local Security Policy 822/2013 254 PM  Shortcut

8 This PC [ ODBC Date Sources (32-bit) 8/22/20137:56 AM  Shortcut
& Desktop ODBC Data Sources (54-bit) B/22/3013259PM  Shartcut
@) Performance Monitor 23 2532 PM Shortcut
@ Resource Monitor 8222013 2252 PM Shortcout
[ Security Configuration Wizard R2A2M3245PM Shorteut
_'E Pictures {B Server Manager 2223 255PM Shortcut
B videos [#5 Services 22723 254 P Shortcut

e Local Disk (C) |~ < |m" B — A e
36 itemns 1 tem selected 1.09 KB

Iy

[ Documents
8 Downloads
M Music

fig. 21 — Local security Policy

2. Under [Security Settings], expand [Local Policies], [Security Options], [Network security: LAN Manager
authentication level].

Ensure that the setting is configured to use NTLMv2, for example:

Send NTLMv2 response only

Send NTLMv2 response only. Refuse LM

Send NTLMv2 response only. Refuse LM & NTLM

o U AW
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£

File Action View Help
o HE XE =

T Security Settings
b @ Account Policies
4 g Local Policies
b 3 Audit Policy
b (& User Rights Assignme

Ewian |

Local Securty Satting

Local Security Policy

j Metwork security: LAN Manager authentication level

L& Security Options |

p [ Windows Firewall with &

1 Metwiork List Manager Po
[ [ Public Key Policies
B Software Restriction Pelig
I Application Contrel Pelid
b 8, 1P Security Policies on Lo
B Advenced Audit Policy C

Send LM & NTLM responzes

Send NTLM responss onby
Send NTLIWh 2 respanse only

Send LM & NTLM - use NTLMv2 session security ¥ negotisted

Send NTLMw2 resconse only. Refuse LM
Send NTLMwv2 response only. Refuse LM & NTLM

I_Iﬂl

A

Powered by

becurity Setting
Misabled

nabled

Misabled

icabled

Mizabled
etlogomn,samr lsarpc

nakled

egotiate signing

Fequire 128-bit encrypti...
Fequire 128- bit encrypt...

Mindtime
Backup

fig. 22 — NTLMv2
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5.7. NET Framework 3.5 Features

Is the .NET Framework 3.5 Features installed?

To install the feature:

Select the target server.

HuwnN e

Select features

Before You Begin
Insiallation Type
Server Selection

Sarver Roles

fig. 23 — .NET 3.5 featues

In [Server Manager], click [Manage] and then select [Add Roles and Features].
On the [Select installation type] screen, select [Role-based or feature-based installation].

On the [Select features] screen, check the box next to [.Net Framework 3.5 Features].

Select one or more features to install on the selected server,

Features

PRIl MET Framew:
[w] MET Framewsrk 3.5 (includes WET 2.0 and 3.0
[C] HTTP Activation
[C] Mon-HTTP Activation
B[+ .MET Framework 4.5 Features (Installed)
b [[] Background Intelligent Transfer Service (BITS)
[ BitLecker Drive Encryption
[ BitLocker Metwark Unlock
[ BranchCache
[ Client for MES
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storege

3.5 Features (1 of 3 installed)

[ Failover Clustering

— - -

A

Powered by

Mindtime
Backup

DESTINATION SERWVER
wldrdy-T-30.gad 1.ansay.com

Description

MET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technalogies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enahble ceamless and
secure communication, and provide
the ability to model a range of
business processes,

Install
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5.8. Windows PowerShell 2.0 Engine 8

Is Windows PowerShell 2.0 Engine installed?

Powered by

Mindtime
Backup

To install the feature:

1. In [Server Manager], click [Manage] and then select [Add Roles and Features].

2. On the [Select installation type] screen, select [Role-based or feature-based installation].
3. Select the target server.

4. On the [Select features] screen, check the box next to [Windows PowerShell 2.0 Enginel.

EI Add Roles and Features Wizarc

DESTIHNATION SEAVER

Select features EX2013 ach2013 Jocal

Zefors You Begin Select one or more features to install on the selected server.

Installation Type Features

Sarver Salaction e e e mmmeme e e 5 Windews PowsrShel| 2.0 Eﬁgiﬂ-ﬁ' :
[ Wingows Identity Faundation 3.5 (Installed) i includes the core components fram

Zarver Roles

I et g
¢ baclkward atrbil it sting :
4 [\ Windows PowerShell {2 of 5 installed) . backward compatibility with existing |

Confirmation i Windows PowerShell host i
[¥] Windows PowerShell 4.0 (Installed) i applications,

Windows

[] Windews PowsrShell Desired State Configurat

] Windows PowerShell ISE (Installed)

[T] Windows PowerShell Web Access
[®] Windows Process Activation Service (2 of 3 install'ﬁ
[] Windows Search Service
[] Windaws Server Backup
[ Windows Server Migration Tools
[[] Windows Standards-Bazed Storage Managemenit
[[] Windows TIFF IFitter

| <Previous | | Newt> |

fig. 24 — Powershell
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